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What is a Compliance Management 
System?

CFPB – “To maintain legal compliance, an institution must develop and maintain a sound compliance management 

system (CMS) that is integrated into the overall framework for product design, delivery, and administration across their 

entire product and service lifecycle. Ultimately, compliance should be part of the day-to-day responsibilities of 

management and the employees of a supervised entity; issues should be self-identified; and corrective action should 

be initiated by the entity. Institutions are also expected to manage relationships with service providers to ensure that 

service providers effectively manage compliance with Federal consumer financial laws applicable to the product or 

service being provided.” 

https://files.consumerfinance.gov/f/documents/201708_cfpb_compliance-management-review_supervision-and-

examination-manual.pdf

OCC – “A bank’s overall compliance management system (CMS) includes policies, procedures, processes, monitoring 

and testing programs, and a compliance audit function regarding compliance with all applicable laws and regulations. 

... An effective CMS includes processes and practices designed to manage consumer compliance risk, support 

compliance with consumer protection-related laws and regulations, and prevent consumer harm. The primary 

components of a CMS that examiners consider when evaluating a bank’s CMS include board and management 

oversight and a compliance program.” 

https://www.occ.gov/publications-and-resources/publications/comptrollers-handbook/files/compliance-mgmt-
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5 Pillars of a CMS

A CMS is how a financial institution:

• Keeps abreast of its compliance responsibilities (Monitoring)

• Ensures that employees understand these 

responsibilities (Training/Communications)

• Ensures that requirements are incorporated into business processes and 

updates are implemented (Change Management)

• Reviews operations to ensure responsibilities are carried out 

and requirements are met (Testing)

• Takes corrective action on a proactive basis (Proactive Remediation)



5

Two Key Components of a CMS

Board and Management Oversight; and

• Oversight and commitment, including oversight of third parties

• Change management

• Comprehension, identification, and management of risks

• Self-identification and corrective action

Compliance Program 

• Policies and Procedures

• Training

• Monitoring and/or Audit; and

• Consumer Complaint Response



6

Service Provider Oversight

▪ Due Diligence

▪ Requesting and Reviewing Compliance Program documentation

▪ Contractual Obligations

▪ On-going Monitoring

▪ Prompt Corrective Action
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Monitoring 

▪ Monitoring occurs at the business unit and support functions level.

▪ Monitoring includes both quality control and quality assurance 

activities.

▪ Attempts to identify transactional, procedural, and/or training 

weaknesses in order to remediate as part of the ongoing process 

improvement program.

▪ Occurs more frequently and with larger sample sizes than internal 

audits.

▪ The independence requirement does not apply to the monitoring 

function.
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What is Audit?
What does Audit do?

• Provides assurance to the Board of Directors and Senior Management that 
processes are working as they should be

• At the request of management, may provide consulting or advisory services related 
to a new function, process, or system being in put in place at the bank. 

How does Audit do this?

• Independence: Audit reports directly to the Audit Committee instead of Bank 
management to promote transparency and avoid conflicts of interest

• Objectivity: Because audit is independent, it can provide an unbiased assessment 
of the overall health of the Bank through annual audits of key divisions or processes 
throughout the Bank

• Risk-Based Approach: Because there are so many functions at the Bank, the focus 
should be on time and resources on the areas of highest risk to the bank on an 
annual basis, with all areas of the bank covered over a 3 year period.  In some cases, 
larger functions (i.e. Bank Services and Operations, BSA/AML) with a number of 
processes may be audited every year, with processes rotated on a 3 year basis.



9

Audit Reliance on CMS Monitoring

How Does Audit Rely on CMS Monitoring Functions

• Depending on the maturity of the CMS Monitoring function, Audit 

can leverage testing performed by CMS Monitoring functions while 

still providing an independent assessment of the process. 

• Audit will look at the testing documentation provided by the 

monitoring function, and select a sample to retest. This is beneficial 

to the both Audit and the Business Unit because it causes: 

- Less impact to the Business Unit under review because they do not       

have to provide documentation for two different sample selections 

- Allows Audit to place more reliance on the CMS monitoring 

function if results between Audit and the monitoring group are 

consistent. 
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What Does Internal Audit Do?
For each department or function at the Bank:

• Identify the key processes and associated risks
• Identify the key controls that mitigate the risks
• Determine if the controls are effective through:

- Inquiry
- Observation
- Attribute testing
- Substantive testing

Effectiveness of a control is assessed by determining if the control is: 

Designed Effectively:

Is the control designed to achieve the control objective and mitigate the risk? 

Operating Effectively:

Is the control operating as intended?

PROCESS      RISK CONTROL

We also evaluate Governance and Culture of the department or function.



11

Phases of an Internal Audit

Pre-Planning
Planning and 

Announcement
Fieldwork/ 
Execution

Reporting

Discuss audit with 

auditee (scope, timing, 

etc.), including 

identification of self-

identified issues

Distribute Announcement 

Memo, including scope, 

to management prior to 

Fieldwork

Provide auditee with 

preliminary list of 

requested items
Develop and document 

audit procedures

Understand key process 

and controls through 

inquiry and observation 

(walkthroughs)

Weekly status updates 

provided to audit client 

via email (progress of 

audit, preliminary 

observations)

Final close-out meeting 

to discuss observations 

and audit opinion 

Perform tests of controls 

to validate that control 

activities are effective 

and performed in 

accordance with 

expectations

Draft report issued

Management Action 

Plans provided by 

auditee management

Final report issued within 

5 business days of 

receipt of Management 

Action Plans 

Discuss key risks and 

controls with auditee

Finalize audit scope

Learn about the area to 

be audited by reviewing 

policies, procedures, 

prior audit reports, etc.

Establish preliminary 

scope for audit
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Three Pillars of Risk Management 
Framework
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Three Pillars of Risk Management 
Framework continued…

Front Lines

Business Units

• Owns day-to-day 
risk management 

• Polices, 
Procedures, 
Processes

• Monitor daily 
operations to 
prevent and 
mitigate risk

Support Functions

• Finance, Risk 
Management, 
Compliance and 
Legal

• Provides expertise, 
process 
improvements

• Second level of 
monitoring of 
business units 
activities

Internal Audit

• Separate and 
independent of 
business units and 
support functions

• Provides assurance 
to Sr. management 
and Board of 
Directors of the 
activities business 
units and support 
functions.
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RISK & AUDIT INFORMATION 
REPORTING

▪ An essential part of all three pillars of the Risk 

Management Framework is reporting of monitoring and 

audit activities and results.  

▪ A large part of that reporting and feedback loop is 

comprised of risk data.
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RISK DATA AGGREGATION

Definition

According to the Basel Committee on Banking Supervision (BCBS), the 

term risk data aggregation means “defining, gathering and processing risk 

data according to the bank’s risk reporting requirements to enable the bank to 

measure its performance against its particular risk tolerance/appetite.” 

The committee adds that “this includes sorting, merging or breaking down sets 

of data.”
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BCBS 239

BCBS 239 is a document that was published by the Basel Committee on Banking Supervision, an 

international organization that sets standards and guidelines for banking regulations, entitled 

Principles for Effective Risk Data Aggregation and Risk Reporting.

Published in 2013, the document outlines best practices for global and domestic banks to identify, 

manage and report risks throughout the institution, through 14 “principles.”

Leading into the individual principles, BCBS states:

“A bank should have in place a strong governance framework, risk data architecture and IT 

infrastructure. These are preconditions to ensure compliance with the other Principles included in this 

document. In particular, a bank’s board should oversee senior management’s ownership of 

implementing all the risk data aggregation and risk reporting principles and the strategy to meet them 

within a timeframe agreed with their supervisors.”
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BCBS 239
Principles 1-6

Principle 1 – Governance 

Principle 2 – Data architecture and IT 
infrastructure

Principle 3 – Accuracy and Integrity

Principle 4 – Completeness

Principle 5 – Timeliness

Principle 6 – Adaptability
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BCBS 239
Principles 7-11
Reporting

Principle 7 – Accuracy

Principle 8 – Comprehensiveness

Principle 9 – Clarity and usefulness

Principle 10 – Frequency

Principle 11 – Distribution
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BCBS 239
Principles 12-14
Supervisory Review, tools, and cooperation

Principle 12 – Review

Principle 13 – Remedial Actions and 
supervisory measures

Principle 14 – Home/host cooperation
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RISK, AUDIT AND DATA IN 
TODAY’S ENVIRONMENT
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DUALLING PRESSURES

EFFICIENCY ACCURACY
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QC Technological EVOLUTION

OLD WAY

• Senior Management not Committed
• Minimal Reporting and not helpful
• Sampling not targeted at risk 
• Low productivity
• Minimal action plans
• Not Auditor ready

• Senior Management engaged
• Robust Reporting drives change
• Targeted sampling finds the hot

spots
• Optimized, Cost efficient QC team
• Business views QC as partner
• Regulator compliant and audit ready

NEW WAY
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to our lunch sponsor
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Thank You


